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1. 5s Messaging Service Decentralized Application

In the areas of communications, data, and Blockchain, there are numerous revolutions taking

place around the world. The simultaneous occurrence of these revolutions, their connections, and
their profound effects on the world economy:
● By 2023, more than 3 billion people—or 90% of all smartphone users—will be utilizing
messaging apps, as global communications volume will continue to increase. Every minute,
about 60 million messages on WhatsApp and Facebook are sent around the world. Every
person produced 1.7 gigabytes of data every second on average in 2020, primarily through
voicemails and instant messages.
● Global data production and storage are expanding at an exponential rate. The largest
information explosion in human history is being fueled by developments in information
technology, the growth of internet apps, the emergence of the "Internet of Things," and the
rollout of 5G broadband. With 75 billion IoT devices linked in 2025 as opposed to 31 billion
in 2020, data generation might increase to 200 Zettabytes. The last two years alone have
produced an estimated 90% of all data ever created.
● Blockchain technology has the potential to fundamentally alter how value and information
are transmitted and permanently stored in society. Blockchain applications are becoming
more popular across a range of industries, including insurance, banking, real estate,
government, healthcare, and diamond mining, by leveraging their inherent benefits of data
confidentiality, transparency, and immutability. With an estimated 300 million users
globally and more than 75 million wallets in September 2021, up from less than a million
in 2013, the combined value of cryptocurrencies, most notably Bitcoin and Ether, has
soared to over $2 trillion in value.
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Along with the benefits of these technology come a number of fresh and unheard-of dangers:
● Data breaches and cyberattacks continue to have a greater impact, higher expense, and
increased frequency. Every 40 seconds at the end of 2016, a company was the target of a
ransomware attack. In 2021, this increased to one every 11 seconds. By 2025, it is predicted
that cybercrime will cost the world economy $10.5 trillion annually, or 9% of global GDP,
up from $3 trillion in 2015.
● Theft and hacking of cryptocurrency assets are on the rise. In 2020, there were over $10
million in thefts per day on average, and from October 2020 to March 2021, there were
1,000% more thefts than in the prior year. In addition to the dangers of cyber-hacking, high
trading expenses, particularly for users with small wallet sizes, are limiting the rise of
cryptocurrency asset ownership.
● Numerous times, the personal information of hundreds of millions of people has been stolen
and frequently sold from popular messaging services like WhatsApp, Facebook Messenger,
and Yahoo. Hackers have increased their use of reputedly secure chat apps like Telegram
by 100% in 2021, sharing information obtained through breaches and other sources.
Forecasts also indicate that between 2021 and 2025, the volume of data generated would
increase faster than the capacity of current data storage.
The emergence of these long-term tendencies and the challenges they pose point to a critical need
for an all-encompassing technical response to:
● Protect your communications, data, and messages from all types of cyber threats.
● reduce the danger of cryptocurrency asset thefts occurring online
● Give existing and new cryptocurrency users a secure and affordable way to amass, store,
and trade bitcoin and other crypto assets.
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This is the answer provided by 5’s the messaging service App, a Solana Blockchain-based, totally
decentralized, P2P messaging and cryptocurrency trading program. 5 The messaging App provides
the highest level of security for communications, file storage, and crypto wallets by utilizing a
novel architecture built on a network of independently verified nodes, wallet address-based
messaging, and its own staking/rewards coin. 5’s The Messaging Service App heralds the dawn of
a new, vastly safer age for international communications by removing the dangers and flaws of
current messaging and trading solutions.
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2. The Revolutionary Messaging App
,

The first and only decentralized, encrypted messaging and over-the-counter trading

Blockchain app is called 5’s the messaging service App. 5’s the messaging service App,
establishes an entirely new ecosystem that enables all owners of cryptocurrency wallets to:
● Direct or anonymous option selection message, call, or video chat with any other wallet
owner anywhere in the globe using nothing more than their wallet addresses.
● Utilizing integrated ESC (Escrow Smart Contract) capability, exchange crypto assets and
NFTs P2P transaction.
● A decentralized distributed node network with Hybrid Consensus Mechanism Protocols
can protect transactions, file storage, and communications from hackers and government
censorship.
● The 5’s Token can be used to pay for extra services or subscriptions as well as receive
rewards for app use and content development (personalized channels and broadcasts).
● Offer other platform users premium content (lessons, seminars, influencer videos, etc.) on
public channels in exchange for payments through the 5’s Token.

Messaging Security: End-to-end encryption, complete anonymity, no data transfers, and
decentralized data storage. All communications sent and received between users on selected based
Blockchain network are stored on trusted nodes - thanks to the node-to-node communication
mechanism. Users can register solely using their wallet addresses, which are verified by the node
network through Self Sovereign Identity Smart Contract, and still remain completely anonymous.
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Trading Flexibility – 5’s enables crypto owners to engage in previously unheard-of
communication and trading without needing to personally know one another or have each other's
contact information on file. This creates limitless possibilities for exchanging information, data,
and assets amongst previously unconnected people, which is a huge step toward encouraging the
use of cryptocurrencies and generating market liquidity.
Data Security - In the 5’s network, files are stored on dependable, independent nodes, and transfers
take place P2P using an encrypted protocol that is only verified by the parties involved. No more
risks affecting the currently available cloud storage solutions, such as data breaches, hacking,
password leaks, etc.
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3. The Power of 5s Instant Messaging

5’s provides a far higher level of privacy while avoiding the personal and data concerns

prevalent in current messaging apps. On Secretum, all information is kept on trustworthy nodes
that are connected to our selected-based Blockchain network. The texting service 5’s:
● Does not gather any personally identifiable information that may be used in a data breach,
such as emails, ID numbers, dates of birth, or physical addresses. All KYC Data based on
Self Sovereign Identity Side Chain Smart Contract. The node network is just used for wallet
address verification in all messaging. Outside of the 5’s platform, a KYC/AML verification
process is carried out by reputable third-party partners as part of Trustee Self Sovereign
Identity Side Chain.
● Eliminates the security risk associated with the centralized storing of user data and avoids
any potential central points of failure, preventing data breaches and server outages.
● Circumvents geographical and political barriers (such as jurisdictional and IP access
restrictions and government censorship) to guarantee that messages are not blocked,
filtered, or altered by outside parties.
● Message history and files (pictures, documents, etc.) are stored on separate, unconnected,
anonymous nodes that are part of the 5’s network. Because all files are stored in a single
location, there is no single point of failure (i.e. the weakness of cloud solutions).
It is unheard of in the market to be able to message other wallet owners directly via their wallet
address on the 5’s platform. It makes it possible to get in touch with users both whose wallet
addresses are known and those whose are unknown.
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4. Deep Dive in 5s Technology
4.1. 5s Token Innovation

The idea of a crypto currency as a useful tool for communication on the network is introduced
by 5s. The following tenets underpin the use of a 5 token to facilitate messaging:
● Messages as transactions in which the parties exchange 5’s tokens for the purpose of
communication. The transmitting party stakes tokens in the 5’s MaaS ("Messaging as a
Service") application in order to send messages. More tokens are staked and there is a
greater demand for 5 tokens, just like there is for a trade token, as message volumes or file
storage requirements increase.
● By using just one token, there is no longer a chance that messaging between users could
change the value of their wallets due to exogenous price changes in other cryptocurrencies.
For instance, the user who used selected Blockchain Ecosystem to send the premium
message would not profit from the gain in value if selected Blockchain Ecosystem value
increased while the message was being sent. The stability of 5’s is maintained by having
all messages and transactions be denominated in 5’s tokens, as its value would otherwise
only be based on the ecosystem's services, size, transaction volume, and messaging volume.
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4.2. How FIVE works

The messaging, file transfer/storage, and trade procedures used by 5’s are both complex and simple:
Message Transfer
All users want to be sure they are delivering messages to the appropriate person and that the
channel is secure before they start communicating. The subsequent actions, which are automatic
and finished in a matter of seconds, are how 5 ensures these conditions:
1. User A (the sender) asks the 5’s Blockchain Networks for an IP.
2. User A receives the IP back.
3. User A’s application generates a random number and encrypts it with User B’s (receiver)
public key.
4. Following the transmission of the encrypted number to User B, the application
immediately detects User B's Private key stored there and uses it to decrypt the challenge.
5. User A receives the solution to the challenge.
6. The software used by User A validates the solution to the challenge.
7. Once the validation is through, User A and B can start chatting and P2P file sharing.
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Block Utilization
As approximate user transaction in messages delivery will have range of transaction
required block around 1,200,000 to 5,000,000 messages transaction per day. With current
Blockchain Technology where each block could handle around 500,000 transactions, dApss will
required 2 – 10 Block per day. As technology growth, in nearly time each block can handle 1
million transactions per day which will impact the Block consumption just only 1 – 5 Block perday or even less.
Blockchain Architectures
Potential double-spending could be occurred during performing transaction as part of
Escrow Smart Contract and Reward Payment Services. To prevent double spending transaction
utilization of Hybrid Consensus Mechanism Protocols through aggregation of Distributed Proof Of
Stake, Non Interactive Zero Knowledge Scheme, Forward Secure Encryption, Global Clock,
Global Random Oracle, Non Interactive Equivocal Commitment Protocol to generated public key.
Reward and Incentive Mechanism
The reward mechanism is through transaction fees which compiled from collection of
transaction within a block generated, staking and the transaction incentive as part of Reward
Payment Services.
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Accessibility
The dApps accessibility is through:
-

User self-registered to dApps, Self-Sovereign Identity Technology will be used as part of
KYC during registration to maintain trust and transparent within ecosystem

-

Approved KYC process will generate private key to access the dApps

-

Service available within ecosystem will be based on the service selected by user will
generated dedicated services public key which could be used to perform transaction within
ecosystem (One Service One Public Key).
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